POCCUICKAS ®EEPAILIS
UPKYTCKAA OBJIACTb
roroa YCTh-HWJIHMCK

m LA

YIIPABJIEHUE OGPA3OBAHUSA AIMUHUCTPALIUH
IrorPOJIA YCTh-HJIMMCKA

IMPUKA3

or 19.11.2018r Ne 691

O pazmenieHMH Ha OHLHAIBHBIX caiTax
00pa30BaTenbHBIX YUPEKIACHHH
uHpopmaLuu 0 6e30nacHOM MOBEAEHHH
UCroyib30BaHUK cetd «MHTEpHETY

B coorBercTBUH ¢ mUCbMOM MuHHcTepcTBa 00pa3oBanus W Hayku Poccuiickoi @enepaumnu ot
14.05.2018r. Ne 08-1184 «O wHampaBieHHH HHGOOPMAUMH» BMECTE C  METOAHYCCKHMH
PEKOMEH/IALMAMH O Pa3sMEleHHH Ha HHPOPMALMOHHBIX CTEHIaX, OQUUHAILHBIX HHTEPHET-CAHTaxX H
apyrux  MHOOPMALMOHHEIX  pecypcax  00meoOpa3oBaTe/bHBIX — OpraHM3allid W OpraHos,
OCYLIECTBIISIOMMUX yrnpaslieHHe B chepe obpasosanus, WHpopmauun o Oe30macHOM MOBEACHUH H
ucronb3oBannn cetn «MnTepHeT», pykosoxcTBysch ITonoxkenuweMm o6 YmpapieHun 00pa3oBaHHs
AnmunucTpanuu ropoaa Ycers-HiuMcka, yreepi/IeHHbIM peneHneM I'oposckoi Jymel ropoza Vete-
Wmmmcka ot 22.06.201 1r. Ne28/180 (B peaaxkumnn ot 31.10.2013r. Ne61/420),-

IMPHKA3BIBAIO:

1. PykoBoautensam 06pasoBaTeNbHbIX y4PEKACHHH:

1) co3nath Ha OohUUMAIBHBIX caliTax 00pa30BATENbLHBIX YWYPEKACHHH CAMOCTOSTENLHBIA W
crenHaau3npoBannblii pasgen «MHbopMaunoHHas 6e30macHOCTb» M 0OECTICHHTh €ro HalolHeHHe
uH(opMmaLKeii B COOTBETCTBHH C npunoxeHnem Ne 1;

2) pasmectuts  pasmen  «MHpopManmoHHas  Ge3onacHOCTB»  HA  TJIABHOH  CTpaHuue
o(HIHATLHOTO caiiTa BHEe paMoK paszena «Cenenus 06 00pa3oBaTe/IbHON OpraHu3aLun»;

3) YTBepauTh:

nHMOPMALIHOHHYIO TaMsTKY uts oOywatoumxcs ([Tpunoxenne Ne 2);

naMATKY [Uis poauTenei 06 nadopmarmonHoii 6esonacHocTy aereil (ITpunoxkenne Ne 3).

2. KoHTpomb 3a HCMOJHEHHWEM HACTOAILEro MNpHKasa BO3NOKMTL Ha Edpemenxo H.A.,
anpexktopa MKY «IPO».

- i,

HauajubHuk YnpasjieHus //Z /Z; ;

JLA. llponuna




[Ipunoxenne Ne 1 x npukaszy
VYnpanenus o0pa3oBaHus
AJIMUHHCTpaALMU ropojaa
Verp-UmmMcka

oT «19» 11.2018r. Ne 691

Hanonnenune cnienmanusupoBanHoro passena "MupopmanronHas 6e30MacHOCTb:

Pa3nesa/moapazaen ®opmar Coaepxxanue MaTepuajIoB
Npe/CTaBJIeHUSA
MAaTepHaJoB
JlokanbHble HOpMaTHBHBIE | Konuu Pa3mMerarorcst KOnuu 10KyMEHTOB, T.€.

aKThI B cepe
obecnieyeHus
UH(POPMALIMOHHOM
0€e30I1aCHOCTH
o0ydJaronmxcs

JIOKyMEHTOB B
dbopmare *PDF

CKAaHMPOBAHHBIN BAPUAHT JOKYMEHTA,
COOTBETCTBYIOLIHI TPEOOBAHUAM K
napameTrpam ckaHupoBaHus. Pasmeriarorcs
JOKYMEHTBI, PerjaMeHTHPYIOIINE
OpraHu3aIuio 1 paboTy ¢ NEPCOHATHHBIMU
JTAHHBIMY, TUIAHBI MEPOTIPHATHUH 110
obecrieyeHnI0 WH(HOPMAITMOHHOM
0€301macHOCTH 00Y4YaIOIIMXCS U JPYTHE.

HopmaTtusHoe
peryJIinpoBaHue

Konnu
JIOKYMEHTOB B
¢dopmare *PDF

[1yOnuKyrOTCSl aKTyaIbHBIE CBEICHHS O
(benepanbHBIX U PErHOHABHBIX 3aKOHAX,
[MCbMax OPraHOB BJIACTU U APYrUe
HOPMAaTUBHO-TIPABOBBIC JOKYMEHTHI,
perTaMeHTHpYoIe odecneueHne
nH(OPMaIIMOHHON 06€30MacHOCTH
HECOBEpIICHHOJIETHHX. JlommyckaeTcsi BMeCTO
KOMUH pa3MeniaTh TUIIEPCCHUIKU Ha
COOTBETCTBYIOIIME JOKYMCHTHLI HA calTax
OpTraHoOB rOCY/IapCTBEHHOW BIACTH.

ITeqarormueckum
paboTHUKaM

TekcT Ha
CTpaHHUIIE canTa

Komun
JIOKyMEHTOB B
¢dopmare *PDF

Pa3memarorcst MeToMUeCcKe pEKOMEH1allun
U YKa3bIBaeTCs HHPOPMALIUS O MEPONPUATHSIX,
MIPOEKTax U MporpaMMax, HalpaBJIeHHbIX Ha
MOBBIIIIEHUE HH(OPMAIIMOHHON TPaMOTHOCTH
neAarornyeckux paboTHUKOB.

OOyuarommmcst

TekcT Ha
CTpaHHUIIE canTa

Pa3memaercs uHpopmalmoHHas namsTka
(mpunoxenue Ne 2) u yka3bIBaeTcs
nH(pOpMaLKs O MEPOTIPUSATHSX, TPOEKTAX U
porpaMMax, HalpaBJIeHHBIX HA TOBBIILICHHE
MH(OPMALIMOHHON TPAMOTHOCTH
oOyJaromuxcs.

PonuTensim (3akOHHBIM
MPEJICTABUTEISIM )
00yJaronmxcs

TekcT Ha
CTpaHHUIIE canTa

Pa3memiaercs uHpopmalmoHHas namsTka
(mpunoxenue Ne 3).

JleTckue Oe3omacHbIC
CaThI

Texkct Ha
CTpaHHUIIE canTa

Pa3merniaercst nunpopMaust 0 peKOMEHIYEMbIX
K MCIIOJIb30BAHUIO B y4eOHOM ITpoIiecce
0e30macHbIX caiTax, 6aHHEpbI 0€30MaCHBIX
JETCKUX CalTOB.




[Ipunoxenne Ne 2 x nmpukasy
VYrpasnenus o0pa3oBaHus
AJIMUHHCTpaALIMU ropojaa
Verp-UmmMcka

oT «19» 11.2018r. Ne 691

NudopmanmonHas nmaMsarka s 00y4Jaromuxcs

C KaKIbIM I'OJJOM MOJIOACKHU B MHTCPHCTC CTAHOBUTLCA GOHBH_IC, a IIKOJIbHUKHW OJHU U3 CaMBbIX
aKTHBHBIX MOJb30BaTenell Pynera. Mexmy TeM, MOMHMO OrpOMHOIO KOJHWYECTBa BO3MOXKHOCTEH,
MHTEPHET HECET U MPOo0JIeMbl. DTa MaMsTKa JODKHA IOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

KoMnbrorepHble BUPYCBI

KoMnpoTepHbIil BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOIpPaMM, OTJIWYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SBISIETCA CIIOCOOHOCTh K Pa3MHOXKEHHIO. B 1iomosHeHne K 3ToMy, BHPYCHI
MOTYT TMOBPEIUTh WM T[OJHOCTBIO YHUYTOXUTh Bce (ailabl M JaHHBIE, IOJAKOHTPOJIbHBIE
[10JIb30BATENI0, OT UIMEHH KOTOPOro ObLIA 3aIlylleHa 3apaXeHHas IPOrpaMMa, a TaKXKe MOBPEAUTh WU
Jla’Ke YHUYTOXKUTh ONEPALMOHHYIO CHCTEMY cO BceMM (aitamu B 1iesioM. B OosbIIMHCTBE cilyyaeB
pPacIpOCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

Mertoap! 3aIIUTHI OT BPEJOHOCHBIX IIPOIPAMM:

1. Mcnionb3yi COBpEMEHHBIE ONIEPALlOHHBIE CUCTEMBI, UMEIOIINAE CEPbE3HBIM YPOBEHD 3aIIUThI
OT BPEIOHOCHBIX IIPOIPAMM;

2. lloctosiHHO ycTaHaBnuBail mnauytu (UMQPOBBIE 3aIUIATKHU, KOTOPBIE AaBTOMATUYECKH
YCTaHaBIMBAIOTCS C LENbIO JAOPAOOTKM MPOrpaMMbl) M JApPYrue OOHOBJIEHUS CBOEH ONEpalMOHHOU
cuctemMbl. CkaunBail X TOJBKO ¢ oduuuanbHOro caira padpadorunka OC. Ecnu cymiecTByeT pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIIOUYH €T0;

3. PaboTaii Ha cBOeM KOMIIbIOTEpE MO/ paBaMHU IMOJIb30BaTENs, a HE aAMUHUCTpATOpa. ITO HE
MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX IMPOTPAMM HHCTAJJIMPOBATHCS Ha TBOEM IE€PCOHAIBLHOM
KOMIIBIOTEPE;

4. HWcnonb3ylh aHTUBHUPYCHBIE MPOTPAMMHBIE MPOAYKTHI M3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub (pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcronp3yil BHEIIHWE HOCUTENM HH(pOpMAlMM, Takue Kak (emka, TUCK uiu (ain u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX NCTOYHHUKOB;

7. He oTkpbiBail KoMIbIOTEpHBIE (hailiibl, TOTYYEHHbBIE U3 HEHAAEKHBIX UCTOUHUKOB. Jlaxe Te
(aiiibl, KOTOpbIE MpuUcIal TBOW 3HAKOMBIH. Jlyullie yTo4HM y Hero, OTIpaBIsil U OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BUJ nepeaau JAaHHBIX, HE TEXHOJOTHs, a BCEro Juib OpeHa, mapka. Emie B
1991 rony wHuaepnanackas Kommanwsi 3apeructpupoBasna Openn "WECA", dro o6o3Havaio
cioBocouetanue "Wireless Fidelity", koTopslii mepeBoanuTcs kak "GecrpoBOiHAsS TOYHOCTD'.

Jlo Hamrero BpeMeHH JIonia Ipyras abOpeBrarypa, KoTopas sSBJISIETCS TAKOW )K€ TEXHOJIOTHEH.
Oto ab6peBuatypa "Wi-Fi". Takoe HazBaHue OBUIO JaHO C HAMEKOM Ha CTaHJApT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBojie 03HauaeT "BbICOKast TOYHOCTD .

Ja, OecrmiaTHBI WHTEPHET-AOCTYH B Kade, OTeNsIX M adponopTax SBISETCS OTIMYHON
BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HOo MHOTHE SKCIepThl CYMTAIOT, 4To 0o0menoctymabie Wi-Fi
CeTH He ABISAIOTCS 0€30MacCHBIMHU.

CoBeTbl 110 06€30MmacHOCTH PaboThI B 00IIEAOCTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nMuuyHyto uHpopMaiuio yepes obmienocrynusie Wi-Fi ceru. Paboras B
HUX, J)K€JIaTeIbHO HE BBOJUTH NAPOJIM AOCTYIIA, JIOTUHBI U KaKue-TO HOMEpa;

2. Ucnonb3yil u OOHOBISAH aHTUBUPYCHbIE HporpamMMbl U OpaHamayep. Tem cambIM T
obe3omacuib ce0st OT 3aKauKu BUPYyca Ha TBOE YCTPOHCTBO;



3. IIpu ucnons3oBanun Wi-Fi otkmoun gynkiuto "OOmmii goctyn K daiinam u npuHTepam'.
Jannast GyHKUIMS 3aKpbITa MO YMOJYAaHMIO, OJHAKO HEKOTOPBIE MOJB30BATEIN AKTHUBUPYIOT €€ IS
y100CcTBa MCIIONIL30BaHUS B paboTe uinm yueoe;

4. He ucnionw3yit myosmunbii WI-FI 11 nepenaun mu4HBIX JaHHBIX, HAIPUMEP ISl BRIXOJIA B
COILIMATILHBIC CETH WIIU B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonw3yit Tonpko 3amuineHHoe coenurenue yepes HTTPS, a ue HTTP, T.e. nmpu HaGope
BeO-azpeca BBoau uMeHHO "https://";

6. B moounsHOM Tenedone orknroun pynkmuio "Tlogkmouenne k Wi-Fi aBromatudecku". He
JOMyCKall aBTOMaTHYECKOTO MOIKIIIOUEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

ConyanbHble CETH

ConmanbHbIe CETH aKTUBHO BXOJIAT B HAIIy JKM3Hb, MHOTHE JIIOJU pabOTaIOT U JKUBYT Tam
IOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MWIIHAPA YEJIOBEK, UYTO SBISETCS OAHOM ceabMOi
BCEX JKUTeNel TuianeTsl. MHOTHE MOJIb30BaTeNM He TOHUMAIOT, YTO MH(OpMAIHs, pa3MelieHHast UMH
B COLMAIBHBIX CETSIX, MOXET OBbITh HailleHa M MCIIOJIb30BaHa KEeM YroJHO, B TOM YHUCIE He
00513aTeNbHO ¢ OJIaruMu HaMEPEeHUSIMH.

OCHOBHBIE COBETHI 110 OE30MIACHOCTH B COLIUANIBHBIX CETAX:

1. Orpanndp CUCOK Apy3ei. Y TeOst B APY3bsiX HE JOJDKHO OBITH CIyYaHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3amminail cBOIO 4acTHYIO >kM3Hb. He ykasbiBail mapoisiu, TeneQoHsbl, ajpeca, JaTy TBOErO
POXAEHUS M JAPYryl0 JHYHYIO HH(OpManuio. 3JI0YMBIIUIEHHUKH MOTYT MCIIOJIb30BaTh JaKe
UH(POPMAIIHIO O TOM, KaK Thl M TBOM POJTUTEIH IUTAHUPYETE POBECTH KAaHUKYJIBL;

3. 3amumiail cBOIO pemyTaluio - JIepKU €€ B YUCTOTE U 3ajaBail cebe BOmpoc: XOTelsl Obl ThI,
9qTOOBI JIpyrHe TOJb30BATENIM BHIETH, 4YTO Thl 3arpyxkaems? llogymaii, mpexae dYeMm dYTO-TO
oIy0JIMKOBAaTh, HAIIUCATh U 3arpy3UTh;

4. Eciu THI TOBOPUIIIb C JIFOJIEMHU, KOTOPBIX HE 3HACIIb, HE MCIIOJB3YH CBOE pealbHOE UMS U
APYTYIO JUUHYIO0 HH(POPMALIUU: UM, MECTO JKUTEIBLCTBA, MECTO Y4eObl U poYee;

5. U36eraii pasmemenust ¢otorpaduit B MHTEpHETE, T/I€ THI M300pakeH Ha MECTHOCTH, IO
KOTOPOH MOKHO ONPEAETUTh TBOE MECTOMNOI0KEHNUE;

6. Ilpu perucrpanuu B COLMAIBHOW CETHM HEOOXOJMMO HCIOJIb30BaTh CJIOXKHBIE MapOJIH,
cocTosIMe U3 OYKB U U(DP U ¢ KOTUIECTBOM 3HAKOB HE MeHee &;

7. Jlns counaabHON CeTH, MOYTHI U JPYTUX CATOB HEOOXOIMMO MCIOJIb30BaTh Pa3HbIE MapOJIH.
Torna ecnu Te6st B370MAIOT, TO 3JI0YMBIIIICHHUKH MOTy4aT AOCTYH TOJIBKO K OHOMY MECTY, a HE BO
BCE cpasy.

DIIEKTPOHHBIE ICHBI U

OJEeKTPOHHBIE JEHBIHM - 3TO OYEHb YJOOHBIH CIOCOO MJaTexel, OJHAKO CYHIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JECHBIH.

ONEKTPOHHbIE ACHBIU IOSBUIMCh COBCEM HEAABHO M HMEHHO H3-3a 3TOrO0 BO MHOTHUX
rocyiapcTBax Ji0 CUX IOp He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (YyHKIMOHHUPYIOT U O HUX YK€ MPOIMCAHO B 3aKOHE, TJIe UX Pa3JeNioT Ha
HECKOJIbKO BHJIOB - aHOHMMHbIE U HE aHOHMMHbIE. Pa3Hulla B TOM, 4TO aHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercsi MpoBOAUTh olepannu 0e3 WIACHTU(UKAIUH [T0JIb30BaTeNsl, @ B HEAHOHUMHBIX
WIeHTU(DUKAINS TTOJTH30BATEIS SIBISETCS 00s13aTEIHHOM.

Taxke crneayer pasnuyaTbh OJIIEKTPOHHBbIE (HAaTHBIE JAEHBI'M (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHBIE HEPHUATHBIE IE€HbI'H (HE PaBHBI TOCYJapPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 OE30MAaCHOM paboTe € ANEKTPOHHBIMH JJCHbIaMH:

1. IpuBsxu K cuery MOOWIbHBIN TenedoH. DTO camblii yaOOHBIH U OBICTPBIM crmocod
BOCCTaHOBHUTH JIOCTYI K cuery. [IpuBs3aHHBINA Tene(oH MOMOXKET, eciau 3a0yAellb CBON TUIaTeXHBIN
MapoJIb WM 3aiIeIIb HA CAWT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Ucnonp3yii ogHOpaszoBeie mapoiu. [locne nepexona Ha yCHIICHHYIO aBTOPU3ALUIO Tebe yxe
He OyJIeT yrpoXkaTh ONaCHOCTh KPAXKH WM MepexBaTa IIaTeKHOTO NapoJis;

3. BeiGepu cnoxxHblii maponb. [IpectynHukaMm OyzneT He MPOCTO yrajiaTh CIOXKHBIN Mapodb.
HapnexHble maponu - 3TO mapojiy, KOTOpbIE COAEp’KaT HE MEHee 8 3HAaKOB M BKIIOYAIOT B cels



CTPOYHBIC U MPOMHUCHBIE OYKBBI, HU(PPHI U HECKOJBKO CHUMBOJIOB, TaKHe KakK 3HAK JaoJuiapa, QyHTa,
BOCKJIMIIATENbHBIN 3HAK | T.1. Hampumep, $tROng!;;
4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE J10BEPSIEILb.

DJIeKTpOHHAs 10YTa

OJIEKTpOHHAsA IOYTa - 3TO TEXHOJOTUS U MPEAOCTaBIsIEMbIE €0 YCIYTd IO NEPECBUIKE U
MOJTYYCHUIO BJICKTPOHHBIX COOOIEHHH, KOTOPBIE PACIPENENAIOTC B KOMIBIOTEpHOH cetu. OOBIYHO
ANEKTPOHHBIN MOYTOBBIM SIIKUK BBITJISAUT CIACAYIOIIUM 00pa3oM: MM _IOJB30BaTEISI(@UMS_JIOMEHA.
Taxoke Kpome nepegadn IpocTOro TeKCTa, UMEETCs BO3MOXKHOCTD IepeaBarh (aiiibl.

OcHOBHBIE COBETHI 110 06€30IMacCHOM paboTe C AIMEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh MpaBUJIBHBIN IOYTOBBIA CEpBUC. B HMHTEpHETE €CTh OTPOMHBIN BBIOOD
OeCIUTaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO JY4YIIE JOBEPATh TEM, KOTO 3HACHIb M KTO IEPBBHIA B
pEUTHHTE;

2. He yka3piBaii B JMYHOW MouTe JMYHYI HHpopmauuio. Hampumep, myumie BbIOparth
"My3bIKanbHbIN _(paHat@" win "pok2013" Bmecto "Temal3";

3. Ucnonp3yil 1BYX3TallHYI0 aBTOPU3ALMI0. JTO KOTAa MOMUMO MapoJisl HY>KHO BBOAUTH KO/,
npuckuiaeMbii o SMS;

4. Be1bepu CIIOKHBIN TTapoib. st KaXK0ro MOYTOBOTO SIIIMKA JOJDKEH ObITh CBOM HAJICKHBIMH,
YCTOWUYMBBIN K B3JIOMY NApOJIb;

5. Ecnu ectb BO3MOXKHOCTH HalMcaTb CaMOMY CBOM JIMYHBIM BOIPOC, HMCHOJB3YH 3Ty
BO3MOKHOCTB;

6. Ucrnonb3yil HECKOIBKO MOYTOBBIX SIIMKOB. [IepBblif 171 YaCTHOM NEPENUCKU C aipecaTami,
KOTOPBIM Thl JIOBEpsi€lIb. DTO 3JEKTPOHHBIM agpec HE HaJ0 HCIOJb30BATh IPU PETUCTpAlMU Ha
dbopymax u caiitax;

7. He oTkpsiBaii ¢ailsibl U apyrue BIOXKEHHs B MHUCbMax, AaKe €CIM OHU MPUIILIA OT TBOHX
npyseit. Jlydie yTouHu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TH (paitiibr;

8. ITocne okoHYaHUs pabOTHI Ha NMOYTOBOM CEpBHUCE IEPe]] 3aKPHITHEM BKJIAJKH C CAliTOM He
3a0yap HaXkaTh Ha "Beidtu".

KuOepOymauHr nim BUPTyaabHOE U3/1€BATEIbCTBO

KubepOymauHr - mpecienoBaHHe COOOIIEHUSMH, COAEP)KAIMMU OCKOPOJICHMS, arpeccHro,
3allyTMBaHMeE; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHpPOBaHHE C IOMOUIBIO PA3JIMYHBIX HHTEPHET-
CEPBUCOB.

OcHoBHBIE COBETHI 110 O0pHOE ¢ KNOEPOYIUITMHIOM:

1. He Opocaiics B 60#. Jlyummii cioco0: mOCOBETOBAThCS Kak ce0sl BECTU U, €CIIU HET TOro, K
KOMY MOKHO OOpaTUThCsI, TO BHauajue yCIOKOUThC. Eciin Thl HaYHElb OTBeYaTh OCKOPOJICHUAMU Ha
OCKOpOJIEHUS, TO TOJIBKO elle O0bIIe pa3okKellb KOH(IHUKT;

2. YopaBnsaii cBoeil kubeppernyranuei;

3. AHOHUMHOCTb B ceTd MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUN 00pa3 BUPTYyaIbHOH XKU3HU. IHTepHET PUKCHUPYET BCe TBOU
NEHCTBUS U COXpaHSET UX. Y JaNUTh UX OyJaeT KpaiHe 3aTpyJHUTENbHO;

5. CoGumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyil enuuHunyHbli HeratuB. OJHOpPa30BblE OCKOPOUTENbHBIE COOOIIEHUS Jydlle
UrHopupoBaTh. OOBIYHO arpeccHst MpeKpallaeTcs Ha HauyalbHOM CTany;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSMHU, B COITUATBHBIX CETSIX
€CTh BO3MOXHOCTh OJIOKHUPOBKH OTIIPABKH COOOILIEHHI C ONPEIeIEHHBIX a/IPECOB;

8. Ecau ToI cBuaeTens kubepOysuinHra. TBOM NEHCTBUS: BBICTYIUTH MPOTHUB MpECieIoBaTeNs,
[I0Ka3aTh €My, YTO €ro JEHCTBUS OLICHMBAINOTCS HETaTUBHO, MOJJAEPKATh KEPTBY, KOTOPOW HY)KHA
IICUXO0JIOTUYECKask IOMOIIb, COOOIIUTH B3POCIBIM O (PaKTe arpecCUBHOIO IIOBEJICHUS B CETH.

MoOwibHbIN TenehoH
CoBpeMeHHbIe cMapT(HOHBI U IJIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIHBIN (PYHKIIMOHAN, U
TETepb OHM MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU KoMmmbioTepamu. OIHAKO, CPENCTB 3aIIUTHI



JUTSE TIOAOOHBIX YCTPOUCTB MOKA OYeHBb Mayio. TecTHpOBaHKE U TTOUCK YSA3BUMOCTEH B HUX TIPOUCXOIUT
HE TaK MHTEHCHBHO, Kak /utst [1K, To ke camoe kKacaeTcs 1 MOOMIIBHBIX TTPHIIOKEHUH.

CoBpeMeHHBIE MOOWIIBHBIC Opay3epbl YXKe MPAKTUYECKH JOTHAIM HACTOJBHBIE aHAJIOTH,
OJIHAKO pacliupeHue (QyHKIMOHANAa Bie4eT 3a co00il OONbIIYyI0 CIOXKHOCTH M  MEHBIIYIO
3aIIUIIEHHOCTb.

Jlaneko He Bce MPOU3ZBOAUTENM BBITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIIUE KPUTHUYECKHE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI JIs1 0€3011aCHOCTH MOOUIIBHOTO TenedoHa:

Huyero He sBisieTcs mo-HacrosieMy OecruiaTHBIM. Byas ocTOpokeH, Benp Korma Tebe
npeaaraT OecIUIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIIYTH;

Hymaii, npexae uem otnpaBuTh SMS, ¢oro wim Buaeo. Trl TOUHO 3HACIIB, TNIC OHU OYAYyT B
KOHEYHOM utore?

Heo0xoaumMo 0OHOBISATH OMEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JJ11 MOOUITLHBIX TeNIe()OHOB;

He 3arpyxaii mpHIOKEHHS OT HEW3BECTHOTO HCTOYHHKA, BEAb OHH MOTYT COJEPXKaTb
BpPEJIOHOCHOE ITPOrPaMMHOE 00ECIICUCHHE;

[Tocne TOro Kak ThI BBIMJIEIIb C CaifTa, I/1e BBOJIWI JIMYHYIO HHPOPMAIIHIO, 321 B HACTPOIKU
Opay3epa u ynamu cookies;

[Tepuoanuecku MpoBepsii, KaKKe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOWJIBHOTO Tene(OoHa TOJIBKO JIOASM, KOTOPHIX ThI 3HACHIb U KOMY
JIOBEpsieIIb;

Bluetooth momkeH OBITH BBIKIIOYEH, KOTJIa Thl UM HE MOJIb3yelibcs. He 3a0piBali mHOTIA
MIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE  OHJIAWH-UTPBl - 3TO  KpPacoyHble, 3aXBaThIBAlOIIME  pa3BIICUECHMS,
O0BbEIUHSIOIINE COTHU ThICAY 4YeNOBEK MO BceMy Mupy. Wrpoku uccieayroT HaHHBIM UM MM,
o0iaroTcst Ipyr ¢ APYroOM, BBIOJIHSAIOT 3a/laHusl, CPAXKAIOTCSl ¢ MOHCTPAaMHU M IOJIy4aloT OMbIT. 3a
yJIOBOJIbCTBUE OHU IUIATAT: MOKYMAKOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM HNPUOOpETaroT Kakue-To
OTILINH.

Bce atu cpeacTBa uayT Ha MOJJEp)KaHUE U Pa3BUTHE UIPHI, a TAK)KE Ha caMy 0€30MacHOCTD:
COBEpIICHCTBYIOTCS CUCTEMBbl aBTOPU3ALIMHU, BBIYCKAIOTCS HOBBIE MaTud (UMQPOBBIEC 3arjaTKU AJs
IIPOrpamMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B nopo0HBIX Urpax CTOUT ONacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KpPaXkXH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMK OOJBIIMHCTBA UTD.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnn npyroit urpok BeneT ceOs MI0X0 MM CO3/1aeT TeOe HEMPUATHOCTH, 3a0J0KUpPYil ero B
CIIMCKE UTPOKOB;

2. Iloxamyiics agMUHUCTPAaTOpaM WIPbl Ha IUIOXOE IOBEAECHHUE 3TOT0 UIPOKA, XKEJIATEIbHO
MIPUJIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BU/I€ CKPUHOB;

3. He ykaspIBaii TnuHyt0 HHPOpMALUIO B Tpodaiine urpsl;

4. YBaxail Ipyrux y4acCTHHKOB IO UIDE;

5. He ycranaBnuBaii HeoUIIHAIbHBIE TATYH U MOJIBI;

6. Mcrionb3yi CIOXKHBIE M pa3HbIE MTApOJIH;

7. Jlaxxe BO BpeMsI UT'Pbl HE CTOUT OTKJIIOUaTh aHTUBUPYC. [loka Tl Urpaels, TBOW KOMIIBIOTED
MOTYT 33apa3HTh.

@UIIKHT WK Kpa)ka JTUYHBIX JaHHbBIX

OObIyHOM Kpakell JeHer W JIOKYMEHTOB CEroJHsS YK€ HUKOrO He YJAUBUIIb, HO C pPa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBILUIEHHUKH MEPEMECTUIIUCh B MHTEPHET, U NPOAOJKAIOT 3aHUMATHCS
"IIF0ONMBIM" 1ETIOM.

Tak mosiBWIaCh HOBasi yrpo3a: HHTEPHET-MOIICHHWYECTBA WM (DUIIMHT, TJIaBHAS LEJb
KOTOPOT'O COCTOHUT B MOJTY4YE€HUU KOH(UICHLIUAIBHBIX JaHHBIX MOJIb30BATENIEH - JIOTMHOB U MapOJIeH.
Ha anrnmiickom s3pike phishing uuraercs xak ¢uummsar (ot fishing - psibnas nosns, password -
apoJib).



OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnequ 3a cBoMM akkayHTOM. Ecii ThI TO03peBaeiiib, 4TO TBOSI aHKETa Oblja B3JIOMaHa, TO
HE00X0IMMO 3a0JI0OKMPOBATh €€ U COOOIIUTE aJIMUHUCTPATOPAM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Ucnonp3yii Oe3omacHbie BeO-CalThl, B TOM 4YHCIE, MHTEPHET-Mara3uHOB W IOMCKOBBIX
CHUCTEM;

3. Hcmonb3yil clnoxHble W pa3Hble Mapoin. Takum oOpa3om, ecim TeOs B3JIOMAIOT, TO
3II0YMBINUICHHUKY TIOTYYaT JOCTYH TOJBKO K OJJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOst B3OManH, TO HEOOXOIMMO IMPEIyNpPEeInuTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBiieHbl y TEOS B JPY3bsiX, O TOM, YTO TeOs B3JIOMAIH M, BO3MOXHO, OT TBOEr0 MMEHH Oyjaer
pacchuUIaThCs CIIaM U CChUIKH Ha (DMITUHTOBBIC CANTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He otkpeiBaii (hailyibl U Apyrve BIOKEHUS B MUChMax, JaXKE €CIM OHU MPHILIA OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUTHA JTU OHU TeOe 3TH (haliibl.

[udposas penyramms

[udpoBass penyrauus - 3TO HEraTuBHas WIM MO3UTHUBHas MHpopMauus B ceTH o Tede.
Komnpomerupyromass wHpOpMaius, pa3MelleHHas B HMHTEPHETE, MOXET CEephe3HBIM 00pazoM
OTpa3uThCs Ha TBOeHW peanbHOM xu3Hu. "lludpoBas pemyramus" - 3TO TBOH HMHUIXK, KOTOPBIU
bopmupyercst u3 nHGopMaIu o Tede B UHTEPHETE.

TBoe MecTo XKHUTEIbCTBA, YueObl, TBOE (PUHAHCOBOE IOJIOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KHX - BCE 9TO HAKATUIMBAETCS B CETH.

MHorue mnoJIpOCTKH JIETKOMBICIEHHO OTHOCATCS K NyOJMKAaUuMu JIMYHON HH(pOpManuu B
WuTepHere, He MOHMMAs BO3MOXKHBIX IOcaeACTBUM. Thl Jaxke HE CMOXEUIb JOraaaTrbcs O TOM, YTO
¢dororpadus, pazMerieHHas 5 J1eT Ha3ajl, cTajla IPUYUHON OTKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pasMenienue TBoux ¢ororpaduil U Apyrue AEUCTBUS MOTYT HE HCYE3HYTh
Jla’ke 1ociie TOro, Kak Thl MX YAAJIHIIb. Thl HE 3Haellb, KTO COXPAaHWJ 3Ty MH(POPMALHUIO, Ionaia Ju
OHAa B MOMCKOBBIE CUCTEMBI M COXPAHUJIACH JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpY’Karolue
JIIOAM, KOTOpBIe HAWAYT U yBUAAT 3T0. HaliT nH(popMaIio MHOTO JIET CIICTSI CMOKET JII000MH - Kak
13 100pBIX MOOYXKAEHUMN, TAK U C HAMEPEHUEM IPUUUHUTH Bpel. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3alIUTE UPPOBOIN penmyTaliu:

1. Tlomymaii, mpexae uyeM 4YTO-TO IyOJMKOBaTh M TepenaBarh y cebs B Oyiore Wik B
COILIMAJIbHOM CETH;

2. B Hactpoiikax mpo¢uisi YCTAaHOBU OTpaHMUYEHHUS Ha MPOCMOTP TBOEro MpoQuiIs U €ro
COJIEP’KUMOT0, CAENIAN €ro TOJIbKO "uIsl Ipy3en';

3. He pa3memaii 1 He yka3biBail MHPOPMAIIMIO, KOTOPAash MOXKET KOT0-IM00 OCKOPOJISATh HIIN
O0OMXaTh.

ABTOpPCKOE IIPABO

CoBpeMeHHbIE IIKOJIBHUKHA - aKTHBHBIE TIOJB30BaTENM IUQPPOBOro mpoctpancTBa. OmHAKO
JaJIeK0 HE BCE 3HAIOT, YTO IOJb30BAHWE MHOTUMH BO3MOXKHOCTSMHM IIM(PPOBOrO MHpa TpeOyeT
coOJII0ICHUS TTPaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "MHTENJEKTyalbHas COOCTBEHHOCTh' OTHOCHUTCSI K Pa3IMYHBIM  TBOPEHUSIM
YEJIOBEUECKOr0 yMa, Ha4MHAas C HOBBIX M300peTEeHWH M 3HAKOB, 0003HAYAIONIMX COOCTBEHHOCTH Ha
NPOAYKTHl M YCIYTH, W 3aKaHUMBas KHUramHu, (oTtorpadusmu, KUHOQWIBMAMH U MY3bIKaJIbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHE TIpaBa - 3TO NpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb Ha NMPOU3BEICHHS HAyKH,
JUTEpaTyphl W WCKYCCTBAa. ABTOPCKHE TIpaBa BBICTYNMAIOT B KadyecTBE TapaHTUU TOTO, 4YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUN TpyA aBTOopa HE OyAeT HampacHbIM, JacT €My CIIpaBeIMBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOET0 TPy/ia, NOJyYUTh U3BECTHOCTh U Mpu3HaHue. Hukro
0e3 pa3pelleHus aBTOpa HEe MOXET BOCIIPOU3BOIMUTH €ro MPOU3BEIECHHE, PACIPOCTPAHSITh, TyOIUYHO
J€MOHCTPUPOBaTh, MpoJaBaTh, HMIIOPTUPOBATH, IYyCKaTh B MPOKAT, MYyOJUYHO HCIIONHSTD,
MOKa3bIBaTh/UCIIONHATE B 3(upe win pa3meniars B lHTepHeTe.



Hcnonb3oBanue '"mupaTckoro" MpPOrpaMMHOIO OOECIEYEHHS MOXKET IMPHUBECTH K MHOTHM
pHCKaM: OT MOTEPH JaHHBIX K TBOUM aKKayHTaM 10 OJOKHMPOBKHU TBOETO yCTPONCTBA, I'/le YCTAHOBJIEHA
HenerajgbHas mporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETajbHBIC M OeCIUIaTHBIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CereBU4OK.p( - TBOU ITaBHBIN COBETUMK B CETH. 37I€Ch ThI MOXKEIIIb Y3HATh O 0€30MIaCHOCTH B
CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a IPY BOSHUKHOBEHUN KPUTHUUYECKON CUTYyalluu oOpaTUTHCA 3a
COBETOM. A Tak)Ke MPUHATH YY4aCTHE B KOHKYpPCAX U CTaTh CAMBIM IHU(PPOBBIM IPAKIAHHHOM !



[Ipunoxenue Ne 3 k npukazy
VYrpasnenus o0pa3oBaHus
AJIMUHHCTpaALIMU ropojaa
Verp-UmmMcka

oT «19» 11.2018r. Ne 691

[TamsTka 11 poauTteneld 00 MHPOPMAIIMOHHON 0€30MaCHOCTH JIeTel

Omnpenenenne TepMuHa "MHPOPMAITMOHHAS 0€30MacHOCTH aeTeil” copepxutcs B DenepaabHoM
3akoHe N 436-®3 "O 3ammure aeredl oT HMHPOPMALMKM, NPUYMHSIONICH Bpea WX 3J0POBBIO U
pasBUTHIO", PETYIHPYIOIIMM OTHOILEHHS, CBS3aHHBIE C 3alIMUTOM JeTedl oT wuHbOopMaIuH,
MIPUYMHSIONIEH Bpe UX 30POBBIO U (WiK) pa3Butuio. CoryiacHO JaHHOMY 3aKOHY "HH(GOpMaIlMOHHAS
0€301acHOCTb JeTel" - 3TO COCTOSHUE 3AIIUIIEHHOCTH, TP KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIH C
MpUYMHEHUEM HHpOopMaIUeil Bpeaa ux 310poBbio U (Win) GU3NYECKOMY, ICUXUYECKOMY, TYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanshoro 3akoHa N 436-D3 undopmarueil, TpuuuHSIONMIEH Bpea 310pOBbIO U
(unn) pa3BUTHIO JIE€TEH, SABIISETCS:

1. undopmarus, 3anpenieHHas sl paCpoCTPaHEHUs CPEIu JAETeH;

2. wuHOpMaIMA, pPACHPOCTPAHEHHWE KOTOPOW OrPAaHMYEHO CpEeAM JETeH OIpeelIeHHBIX
BO3PACTHBIX KaTeTOpUHl.

3. K undopmanuu, 3anpemeHHou st paclpOCTPaHEHUs CPEIU IeTeH, OTHOCUTCS:

4. undopmanusi, modyxkaaromas AeTeid K COBEPIICHUIO JEHCTBH, MPEICTABISIONINX YTPO3Y UX
KU3HU U (UIM) 310pPOBBIO, B T.U. IPUYMHEHHIO BPEJa CBOEMY 370POBbIO, CAMOYOUICTBY;

5. cmocoOHOCTh BBI3BATh Yy JETeHl KelaHue ymoTpeOUTh HAPKOTHUECKHE CpEACTBa,
MICUXOTPONHbIE W (WJIM) OJYPMAHUBAIOIIME BEIIECTBA, TaOayHble W3ACIUS, aJIKOTOJIBHYIO |
CIMPTOCOJEPIKAILYI0 NMPONYKIHUIO, NMMBO W HAIUTKU, W3TOTABIMBAEMbIE HA €r0 OCHOBE; INPUHATH
ydacTu€ B a3apTHBIX  UIpax, 3aHUMATbCA  MPOCTUTYLUEH,  OpONSIKHUYECTBOM  WJIU
MONPOIIAHUYECTBOM;

6. 000CHOBBIBAIOIIIAS WIIM OIPaB/AbIBAIOLIAs JONYCTUMOCTh HACWIINA U (WIJIN) )KECTOKOCTH JINOO
no0y»KAarolasi OCyIIEeCTBIATh HACHJILCTBEHHbIE JIEWCTBUS M0 OTHOUICHHUIO K JIFO/IIM U )KUBOTHBIM;

7. oTpuuarouias ceMEWHbIE IIEHHOCTH M (OpMUpYIOLIas HEYBaXEHUE K POIUTENSIM U (WJIH)
JIPYTUM YJIeHaM CEMbHU;

8. olpaBabIBaIOIIas IPOTUBOIPABHOE ITOBECHMUE;

9. comeprkalias HElEH3YPHYIO OpaHb;

10. conepxarast nHGOPMAIIHIO TOPHOTPaPUIECKOTo XapakTepa.

K wunpopmammu, pacrnpocTpaHeHHE KOTOPOM OrpPaHMYEHO CpeAu JeTel ONpeaesIeHHOro
BO3pacTa, OTHOCUTCSI:

1. uHdpopmauus, mnpeacTaBisgeMas B BUAEC H300paXEHUS WM OIUCAHUSA HKECTOKOCTH,
¢usznyeckoro M (WIM) TMCUXUYECKOTO HACWIMS, MPECTYIUIEHHs WJIM HMHOTO aHTHOOIIECTBEHHOI'O
JIeNCTBUS,

2. BbI3bIBAIOUIasl y JeTel crTpaX, yKac WIM MaHUKy, B T.4. MpEACTaBliseMas B BHJE
M300pakeHUs] WM OINMCAHMS B YHIJKAIOIIEH YeIoBeYecKoe JOCTOMHCTBO (hopMe HEHACHIIbCTBEHHOM
cMepTH, 3a00JieBaHUs, CaMOyOMICTBA, HECUACTHOTO CiIydas, aBapuu WJIM KartacTpodbl W (WIM) UX
MOCJICJCTBUM;

3. mpencraBnsiemas B BHJE H300pak€HHs] WJIM OINMCAaHHUS MOJOBBIX OTHOIICHUH MEXTY
MYXYUHOU U JKEHIIMHOM;

4. conepxarast OpaHHbIE CIIOBa U BIPAXKEHUS, HE OTHOCAIIMECS K HELIEH3YpHOU OpaHH.

C yuerom storo Bam mpemnmaratorcs mpaBmiia paboThl B ceTd VHTEpHET M pa3InyHBIX
BO3PACTHBIX  KaTETOpHH, COOMIOJEHUE KOTOPHIX MO3BOJUT 00ECHeunTh HHPOPMALUOHHYIO
0€30I1aCHOCTH BaIlIMX AETEN.



OO6ume mpaBuia Ui poauTeIeH

1. He3aBucumo ot Bo3pacta peOeHKa MCIOb3yiTe IpOorpaMMHOe oOeciedeHre, oMOoraromiee
¢GuIbTpOBaTh M KOHTPOJIUPOBATh WH(POpPMAIMIO, HO HE TOJaraiTech MOJIHOCTbIO Ha Hero. Barmie
BHUMaHHE K PEOCHKY - IVIABHBIA METO/1 3aIUTHI.

2. Eciu Bam peOGeHOK MMeeT akKayHT Ha OJHOM W3 colualbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHUMATEIbHO H3YYHUTE, KaKyl0 HH(OPMAIUIO TOMEIIAIOT €ro
YYaCTHUKH B CBOMX MPOGWIAX U Oyiorax, BKIro4das ¢pororpaduu u BUIEO.

3. IlpoBeprTe, ¢ KaKUMH APYTMMH CaWTaMU CBSI3aH COIMAJIbHBIA cepBUC Barmero pebenka.
Crpannukn Bamero pebGeHka MOryT ObITh O€30MACHBIMH, HO MOTYT M COJEpXKaTh CCHUIKM Ha
HEe)XeJaTeIbHbIE U OMACHBIE CAlTHI (HampuMep, MOPHOCAMT, WK CAT, HA KOTOPOM JPYT YIIOMHHAET
HOMep coToBoro Tenedona Bamero pebenka ninu Bam nomaniauii aapec)

4. Toompsiite Bammx npereil coobmarh 000 BCeM CTpaHHOM WM OTTAJIKHMBAIONIEM U HE
CJIMIIKOM OCTPO pearupyiTe, Korjia OHM 3TO JeNaroT (M3-3a OIaceHus MoTepsaTh 1ocTyn kK MHTepHeTy
JIETH HE TOBOPAT POAUTEIISIM O IpobieMax, a TakKe MOTYT HauaTh MCIOJIb30BaTh VIHTEpHET BHE J0Ma
Y TIKOJIBI).

5. bynpte B Kkypce cereBod xu3HuM Bamero pebenka. MHrepecyiiTech, KTO MX Jpy3bsl B
WHTepHeT Tak ke, Kak HHTEPECYeTeCh peallbHbIMU APY3bSIMU.

Bo3spact ot 7 10 8 ner

B UutepHere peOEHOK cTapaeTcsl MOCETUTh TE€ WJIM HMHBIE CalWThl, a BO3MOXHO M 4YarThl,
paspelleHre Ha IOCEUIeHHE KOTOpBhIX OH He Moixydmi Obl oT poxuteneil. Ilostomy poautensm
0CcOOEHHO TIOJIE3HBI OyIYT T€ OTYETHI, KOTOPHIE MPEAOCTABISIOTCS MPOrpPaMMaMHU 10 OTPaHHYCHHIO
ucnosb3oBanus MHrtepHera, T.e. PoauTenbckuii KOHTPOJIb WIM TO, YTO BBl CMOXETE YBHJIETh BO
BpEMEHHBIX (aitiax. B pesynbrare, y pebeHka He OyIeT OUTyIIESHUS, YTO 32 HUM BEJICTCS TTOCTOSTHHBIN
KOHTPOJIb, OIHAKO, POJUTENN OYAYyT MO-IPEKHEMY 3HaTh, KAKUe CalThl MOcelaeT ux pedbeHok. [letu B
JAaHHOM BoO3pacTe 00JalaloT CUJIbHBIM YYBCTBOM CEMbH, OHHU JIOBEPUMBBI U HE COMHEBAIOTCS B
aBTopureTax. OHM JIIOOSAT UrpaTh B CETEBbIE UIPhl U IyTEUIECTBOBaTh M0 MHTEpHETY, HCHOb3Ys
ANEKTPOHHYIO MOUTY, 3aXO/IUTh HA CAUTHI U YaThl, HE PEKOMEHI0BaHHBIE POAUTEISIMHU.

Cosgertsl 10 Oe3omacHocTH B ceTd MHTepHeT Juist nereit 7 - 8 net

1. CozpaiiTe CHMCOK JOMAaIllHUX MpaBWi MocemeHus VHTepHeTa mpu ydacTuum JAeTed u
TpeOyHTe ero BhINOJIHEHHS.

2. TpeOyiite ot Bamero peOeHka cOOMIOJEHUS BPEMEHHBIX HOPM HAXOXJACHUA 3a
komnbioTepoM. [Tokaxkute pebeHky, uro Bel HaOmroaeTe 3a HUM He moTomy uTo Bam 310 X0uercs, a
notoMy yTo Bbl 6ecriokonTech 0 ero 0€30macHOCTH U BCErJja FTOTOBBI €EMY ITOMOYb.

3. KomnbloTep ¢ moakimoueHueM K MIHTEpHEeTYy MOJKEeH HaXOIUThCs B OOLIeH KOMHAaTe IMoj
MIPUCMOTPOM POJIUTENEH.

4. Ucnionp3yliTe cieMaIbHbIE JETCKUE TTOUCKOBBIE MAIIMHBI.

5. Hcnonw3yiiTe cpencTtBa OIOKMPOBAHHS HEXKEIATEIHHOTO KOHTEHTAa KakK JIOMOJTHEHHE K
CTaHIapTHOMY PoauTeNnbsCcKOMy KOHTPOIIIO.

6. Co3naiiTe CeMEWHBIN DJIEKTPOHHBIN SAIUK, YTOOBI HE TTO3BOJUTH JIETSIM UMETh COOCTBEHHBIE
azapeca.

7. brmokupyiiTe MOCTYyNm K cailTaM ¢ OECIUIaTHBIMH IIOYTOBBIMU SIIIUKAMH C TOMOIIBIO
COOTBETCTBYIOIIETO MPOrPAMMHOI0 00eCIIeUeHusI.

8. Ilpuyunte nereit coBeroBaThesi ¢ Bamu nepen onyOianmkoBaHUEM Kakoil-nb6o mHpopManuu
CpeACTBaMU 3JIEKTPOHHOM MMOYTHI, YaTOB, PErHUCTPALMOHHBIX GOPM U TPOPUIIeH.

9. HayuuTe neteil He 3arpyxarthb (paiiyipl, IporpaMMbl UM MY3bIKY 0€3 Balllero COriacus.

10. He paspemaiite geTsM UCIOIB30BaTh CIYKObl MTHOBEHHOT'O OOMEHA COOOIICHUSIMHU.

11. B "OGenplii" cnucok cailToOB, pa3pelIeHHbIX AJi1 MOCEUIeHHs, BHOCUTE TOJBKO CAMThHI C
XOpOIIEH peryTanuei.

12. He 3a0b1BaiiTe OecenoBaTh ¢ AeThbMHU 00 UX Ipy3bsix B IHTEepHETE, Kak eciii Obl peyb IIjia o
IPY3bsiX B PEAJIbHOM KU3HHU.

13. He nenaiite "TaOy" U3 BOIPOCOB MOJIOBOM KU3HH, TaK Kak B IHTepHETE €T MOTYT JIETKO
HATKHYTHCS Ha IOPHOTpaHIO UK CalUTHI "1 B3pOCIbIX".



14. Ilpuyunte Bamero peGerka cooOmare BaM 0O JIOOBIX YTpO3ax WM TPEBOTaX, CBS3aHHBIX C
HNutepuerom. OcTtaBaiiTech CIIOKOWHBIMUA W HAIIOMHUTE JETSM, YTO OHU B O€30I1aCHOCTH, €CIIH CaMH
pacckaszanu BaM O CBOMX TpeBorax. [loxBanure MX M MOCOBETYHTE MOAOWTH €IIe pa3 B MOAOOHBIX
ClIydasx.

Bo3spact gereit ot 9 o 12 ner

B nmanHoM BoO3pacTe AeTH, KaK TPaBHIIO, YK€ HACIBIIIAHBI O TOM, Kakas HWH(OpMaIus
cymectByeT B Mutepnere. CoBeplieHHO HOpPMalbHO, YTO OHHU XOTAT OSTO YBHUJIETh, IPOYECTb,
ycnbimarh. [Ipu 3TOM HY)XHO MOMHHUTB, YTO JOCTYI K HEXEJIATEIbHBIM MaTepHallaM MOXHO JIET'KO
3a0JI0KHPOBATH MPU TTOMOIIH CPEICTB POAUTETHLCKOTO KOHTPOJIS.

CoBeTbl 10 0€3011acHOCTH I nereit otT 9 1o 12 ner

1. Co3pmaiiTe CIMCOK TOMALTHUX MPABWII NOCEIICHUs! IHTepHET Npu y4acTuu eTei u Tpedyiite
€ro BBIIOJHEHHUS.

2. TpeOyiite ot Bamero pedenka coOII0ACHISI HOPM HAXOXKICHHSI 32 KOMITBIOTEPOM.

3. HaGnromaiite 3a pebeHkoM mpu paboTe 3a KOMIIBIOTEPOM, MOKAKUTE €My, 4To Bbl
0ECIIOKOUTECH 0 er0 0€30MaCHOCTH U BCET]a TOTOBHI OKa3aTh €MY ITOMOIIIb.

4. KommploTep ¢ MOAKIIOYEHHEM B VIHTEpHET NOJKEH HAaXOAUThCS B OOIIeH KOMHATE IMOA
IIPUCMOTPOM POJUTEIEH.

5. HUcnonw3yiite cpenctBa ONOKMPOBAHUS HEXKENATEIILHOTO KOHTEHTAa KaK JOMOJHEHHE K
cTaHAapTHOMY PoIuTENbCKOMY KOHTPOJIIO.

6. He 3a0piBaiiTe mpuHUMAaTh HEMOCPEICTBEHHOE y4acTHe B KU3HU pebeHka, OecenoBaTh C
JIeThbMHU 00 uX JApy3bsix B IHTepHETE.

7. HacrauBaiiTe, 4T0OBI JE€TH HUKOTJAa HE COTJIAIIATIKNCH HA JIMYHBIE BCTPEUH C APY3bSIMHU IO
WNHrepHery.

8. Ilo3BoJsiliTe METSAM 3aXOJUTh TOJIBKO Ha calThl M3 "Oeioro" crmcka, KOTOPBIH co3gaiTe
BMECTE C HUMH.

9. IlpuyunTe Aeteil HUKOTJA HE BBIAABATH JIMUYHYIO WH(OPMAILIUIO CPEICTBAMH AIEKTPOHHOU
MOYTHI, YaTOB, CHCTEM MTIHOBEHHOTO OOMEHa COOOIIECHUSIMH, PETUCTPAIMOHHBIX (OPM, JTHUUHBIX
npoduneit u npu perucTpanru Ha KOHKypchl B IHTEepHETE.

10. [Ipuyuure nereii He 3arpy»ath nporpaMmmsl 6e3 Barero paspemnienus. OObICHUTE UM, YTO
OHM MOTYT CIy4YaifHO 3arpy3UTh BUPYCHI HIIM APYTrOe HEeXKeENaTeIbHOe MPOrpaMMHOe 0OecTieueHHe.

11. Co3paiite Bamemy peOGeHKy OrpaHMUEHHYIO YUETHYIO 3alUCh Ui paboThl HA KOMIIBIOTEPE.

12. IIpuyunte Bamero peGenka cooOuiaTh BaM 0 JHOOBIX Yrpo3ax WM TPEBOTaX, CBSI3aHHBIX C
HNutepuerom. Hamomuurte netsMm, 4To OHM B O€30MACHOCTH, €CIIM CaMHU PACCKa3ald BaM O CBOUX
TpeBOrax U ONaceHUsIX.

13. Pacckaxure neTsim o nopHorpaguu B IHTepHere.

14. HacrauBaiiTe Ha TOM, 4TOOBI JETH TPEIOCTABISIIM BaM JIOCTYI K CBOEH DIIEKTPOHHOMN
moyTe, 4ToObI BBl YOSIMIIUCH, YTO OHU HE OOIIAIOTCS ¢ HE3HAKOMITAMH.

15. OOBsicHUTE NETSAM, YTO HENb3s UCIOIB30BaTh CETh JI XYJIMTAaHCTBA, PACIPOCTPAHECHUS
CIUICTSH WJIA YTPO3.

Bo3spact gereii ot 13 o 17 ner

B osTrom BoO3pacTe NOAPOCTKM AKTUBHO HCIOJB3YIOT TOHWCKOBBIE MAILMHBI, MOJIB3YIOTCS
ANEKTPOHHOW TMOYTOH, CIykO0aMM MIHOBEHHOTO OOMEHa COOOIEHUSMH, CKAuMBalOT MY3BIKY U
¢uibMbl. ManpuukaM B 3TOM BO3pacTe OoJiblie M0 HpaBy CMETaTh BCE OIPAaHUYEHUS, OHU KaXKIYT
rpy0oro oMopa, a3apTHBIX UIp, KapTHUHOK "myig B3pocibix'". J[eBOUKM MpenrovuTaroT oOIIaThCs B
qarax, Ipy 3TOM OHH ropaszio 0ojiee YyBCTBUTENbHBI K CEKCYAIbHBIM JoMoraTeascTBaM B IHTepHeTe.

3a4acTyro B JAaHHOM BO3PACTE POJUTENSAM YXKE BECbMa CI0KHO KOHTPOJIMPOBATH CBOUX JAETEM,
Tak Kak 00 VHTepHeTe OHU y)Ke€ 3HAIOT 3HAYMTENIbHO OOoJbIIe CBOMX poauTeneid. Tem He MeHee, HE
oTmyckaiite neredt B '"cBoOomHoe miiaBanue" mo MHrepHery. CrapaiiTech akTMBHO y4acTBOBAaTh B
obmmenun pedbenka B lHTEpHETE.

BaxHo no-npexxHemy cTporo cobmrofars npaBuia MHTepHET-0€30macHOCTH - COIVIAleHue
MEXy POJUTEISAMH U 1eTbMU. KpoMe Toro, Heo0X0IMMO KaK MOXKHO Yallle MPOCMaTpUBaTh OTYETHI O
nestenbHOCTH Aetell B MHrepHere. Cnenyer oOpaTuTh BHUMaHUE HAa HEOOXOIUMOCTh COAEPIKAHUS



POIUTENBCKUX Mapoiiel (Tmapoyield aIMUHUCTPATOPOB) B CTPOTOM CEKpeTe W OOpaTUTh BHHUMAaHHE Ha
CTPOTOCTh 3TUX MapOJIEH.

CogeTsl 110 06€30MacHOCTH B 3TOM Bo3pacte ot 13 o 17 ner

1. Co3paiiTe criucOK JAOMAIIHHMX MpaBWIl MocelieHus MHTepHeTa nmpu ydyacTHH MOJPOCTKOB U
TpeOyiiTe 0e3ycloOBHOrO ero BhIMoiaHeHHs. OOroBopure ¢ peOCHKOM CITMCOK 3alpelieHHBIX CAlTOB
("yuepHslii cricok"), yacel paboThl B MHTEepHETE, PYKOBOJACTBO 1O oOmeHuto B MHTepHETE (B TOM
YHCJIe B YaTax).

2. Komnblorep ¢ noaxitoueHueM K cetd IHTepHeT JOKeH HaXOJUThCs B 0011l KOMHATe.

3. He 3a0bIBaiiTe OecenoBath C 1eThbMHU 00 WX JIpYy3bsix B MHTepHETE, O TOM, YeM OHU 3aHSTHI
TakuM 00pa3zom, Oy/ITO pedb UIIET O APY3bIX B peaabHOM )u3HU. CrpamuBanTe o JIOASX, C KOTOPBIMU
JETU OOIIAIOTCS MOCPEICTBOM CIIY)KO MTHOBEHHOT'O OOMEHa COOOIIEHUSMH, YTOOBI YOSIMTHCS, YTO
3TH JIFOJU UM 3HAKOMBI.

4. Ucnonp3yiiTe cpeAcTBa OJOKMPOBAHHUS HEXKENATEIHLHOTO KOHTEHTA KaK JIOMOJHEHHE K
cTaHAapTHOMY PouTeNnbCKOMY KOHTPOJTIO.

5. Heob6xoaumo 3HaTh, KAKUMH 4aTaMH ToJNb3ytoTcs Bamm getu. [loompsiite ncnons3oBanue
MOJICPUPYEMBIX YaTOB M HACTAUBANTE, YTOOBI IETH HE OOIIAIKCH B IPUBATHOM PEIKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI JE€TH HUKOI/Ia HE BCTPEYAJIUCh JUYHO C IPY3bSIMH U3 CETU
HuTtepner.

7. Ilpuyunte neTeil He BbAABATH CBOIO JUYHYIO HWH(OPMALIMIO CPEACTBAMU IIEKTPOHHOU
MOYThI, YaTOB, CHCTEM MT'HOBEHHOTO OOMEHa COOONICHHSIMH, PETUCTPANMOHHBIX (POPM, JUYHBIX
npoduneit u npu perucTpanru Ha KOHKypchl B IHTEepHeTe.

8. [IpuyunTe nereit He 3arpykath mporpaMMel 0e3 Bamero paspemenus. OO0bICHUTE UM, YTO
OHU MOTYT CIy4YaifHO 3arpy3uTh BUPYCHI WU APYTroe HEXKeNNaTeIbHOe IPOrpaMMHOe 00ecIieYeHHeE.

9. Ilpuyunte Bamero pebeHka coodmaTs BaM O JIFOOBIX yrpo3ax WM TPEBOTaX, CBSA3AHHBIX C
WNurtepuerom. HamoMHuTe A€TAM, YTO OHU B O€30MACHOCTH, €CIM CaMHU pacCKa3ald BaM, O CBOHX
yrpo3ax uiau TpeBorax. [loxBanuTe X ¥ MOCOBETYHTE MOJONUTH €llle pa3 B MOJOOHBIX CIIydasx.

10. Pacckaxute aetsim o mopHorpaduu B MuTepHete. [loMmorure uMm 3alIUTHTBCS OT Clama.
Hayunte mompoctkoB He BbIIaBaTh B MHTEpHETE CBOETO pPEAJbHOTO SJEKTPOHHOTO ajapeca, He
OTBEUaTh Ha HEXeJlaTeIbHbIe MUChMa U UCIIONIb30BaTh CHEIHAbHBIE TOYTOBBIE (DUITBTPHI.

11. IlpuyunTe ceOs 3HAKOMUTBHCA € caliTaMU, KOTOPbIE TOCEUIAIOT MOJPOCTKH.

12. Hayuute nereii yBakaTb OpyrMx B HMHTepHETe. YOeAUTeCh, UTO OHU 3HAIOT O TOM, YTO
TpaBUJIa XOPOIIIETO MOBEICHUS IEUCTBYIOT BE3JIE - 1K€ B BUPTYAIIbHOM MHpE.

13. O6bsacHUTE OETSIM, UTO HU B KOEM CIIydae Helb3sl UCHOab30BaTh CeTh ISl XyJIUTaHCTBA,
pacmpocTpaHeHUs CIUIETEH UJIH YIPO3 IPYTUM JTHOJISIM.

14. O6cynute ¢ MOAPOCTKAMU TPOOIEMBI CETEBBIX a3apTHBIX MTP M UX BO3MOXKHBIM PHUCK.
HamomHuute, 94T0 1€TH HE MOTYT UTPaTh B 3TH UTPHI COTJIACHO 3aKOHY.

[TocTosiHHO KOHTpoNMpyWTe wucnonb3oBanue MHTepuera Bammm pebGenkom! 3To He
HapyIlIeHWe ero JMYHOTO0 TMPOCTPAHCTBA, a Mepa NPEIOCTOPOKHOCTH W TpOsiBICHHE Bareit
POIUTENHCKOM OTBETCTBEHHOCTH U 3a00THI.



